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Alternative fuels

cheaply and quickly connect with each other
without a centralised intermediary.

o# Internet of things (loT)
loT is allowing faster data management by
physically embedding sensors, processing
ability, software, and other technologies

- Smart grids that connect and exchange data with other
devices and systems over the Internet or
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of new components to the network and
new uses are bringing new threats
ranging from grid instability to risks to
integrity of components. These risks
must be assessed and managed.

Enhancement of grid infrastructure to
avoid dire consequences for DSOs, calling
for reactive and proactive legislation and
regulation to be introduced.

while the firm complies to the national
cybersecurity strategy and submits an
investment plan to the regulator.

oaln order for the regulation to work well, a

set of steps should be meticulously
followed.

oﬁThere is no single best practice for all

countries as it depends on the characteristics,
values, and laws of the country.

* OPERATORS
will have to apply organisational
standards, process certification,
certified products, interoperability
tests, security assessment and
threat treatment.

* SUPPLIERS
will have to implement technical
standards, conformance tests and
process and product certification.

* PROSUMERS
will have to be provided with
awareness programmes and best
practices.

* REGULATORS

will have to use appropriate
methodologies and tools for risk
assessment, impact analysis, cost/
benefit evaluations of cybersecurity
expenditures, effectiveness
indicators and flexible regulatory
schemes.
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This snapshot s based on the presentations given during MEDREG Training
on “Regulatory Implications of the Digitalisation of Energy Markets and the
New Role of Consumers” held in October 2021.

The contributions come from representatives of Energy Regulatory
Authorities, ELDER, Enel, EU Agency for Cybersecurity, Research Institute on
Sustainable Economic Growth CNR-lrcres, IRENA, Ricerca Sistema Energetico
and sparkle.

To see the fulllist of speakers, click here.
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IRENA (2019}, Innovation landscape for a renewable-powered future: Solutions
tointegrate variable renewables. International Renewable Energy Agency, Abu
Dhabi.

To see the publication, click here.
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ﬁ;}With the deployment of smart meters,
customers will be more aware about their
energy consumption and how to participate
in the overall energy system.

n#Demand-side flexibility is key for a
renewable-powered future, as it can help
match energy demands to times where
renewable energy sources are available.

dﬁnegulatory experiments are important to
put in practice the new technologies.
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